Cornacosano:

E HAYaIbHUK VnpaBJleHmI KyJBTYPHI,

IIpuka3s Ne j or I . Cr° 5

ITOJIOXXEHUE
g O6 yTBEpXKIECHIH COCTaBa ¥ CO/ICPKaHUA OPTraHM3AIIHOHHBIX H TEXHUIECKHX MEp
110 o6ecrneyeHnIo 6e30aCHOCTH IEPCOHANBHBIX aHHBIX U UX 00paboTKe B
HMH(OPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JaHHBIX
MYHHUIHMITATBHOTO OI0KETHOTO
yUpexKIeHUs JOTONHUTEILHOTO 00pa3oBaHms _
«CropruBHas mkosa KpanMBuHCKOro M}’HI/IIII/II‘Ia‘JII:HOI‘O‘ OKpyTa»

KpanuBHHCKHHA
2025




1. Hacrosimuit monoxeHnue pazpaboTaHO B COOTBETCTBHM C YaCThiO 4 CTaThbu
19 ®epepanbHoro 3akona ot 27 wutons 2006 r. N 152-®3 "O mepcoHalIbHBIX
JAHHBIX" M YCTAHaBIMBA€T COCTAB U COJACPKAHUE OPraHU3ALMOHHBIX U
TEXHUUYECKUX MEP MO 00ecrnedeHnI0 6€30MacHOCTH MEPCOHATIBHBIX JaHHBIX MPH UX
00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANbHBIX JaHHBIX (Janee - Mephbl
no obecreyeHnio Oe30MacHOCTH TEePCOHANBHBIX JAaHHBIX) IS KaXJIOTO W3
YPOBHEH 3alUIIEHHOCTH TMepcoHanbHbiX AaHHbIX MBY JIO «CII KMOy,
YCTAaHOBJICHHBIX B TPEOOBAHMSIX K 3alllUTE€ MEPCOHAIBHBIX JAHHBIX TPH HX
oOpaboTke B HMH(MOPMALMOHHBIX  CHUCTEMaX  IEPCOHAIBHBIX  JaHHBIX,
YTBEPKACHHBIX MocTaHOBIeHUMEM IIpaButenbcTBa Poccuiickoit @enepanuu ot 1
HOs10ps1 2012 . N 1119

Mepsl 110 o0ecrieyeHuIo 6€30MacCHOCTH MePCOHATBHBIX JAaHHBIX TPUHUMAIOTCSA
JUIS. 3al0UThl TEPCOHAJBHBIX JAHHBIX OT HEMPAaBOMEPHOTO WIIA CIYyYalHOTO
JOCTylla K HHUM, YHUYTOXXEHHUSA, HW3MEHEHHUs, OJOKMPOBAHMS, KOIHUPOBAHUS,
MPEIOCTABIIECHUS, PACTIPOCTPAHEHHS MEPCOHANBHBIX JIaHHBIX, & TAKXE OT HHBIX
HEIPaBOMEPHBIX JIEUCTBHUI B OTHOIIEHUH ITEPCOHAIBHBIX TaHHBIX.

2. be3omacHOCTb NEPCOHAJIBHBIX JAHHBIX MpU HUX 00paboTke B
undopmarmonHoit cucteme MBY J10 «CII KMO» nepcoHalIbHBIX JaHHBIX (J1aiee
- uHopMamMoHHasT  cucTeMa) oO0eclneuyuBaeT  ONeparop WIKW  JIUIIO,
OCYULIECTBJIsSIOIEE 00PaOOTKY MEPCOHAIBHBIX JIaHHBIX 110 TOPYYEHHIO ONEpaTopa B
COOTBETCTBHHU C 3aKOHOJATEILCTBOM Poccuiickoit @enepanni.

JUis BbINOJIHEHUS PadOT MO 0OecledeHHIo0 OE30MacCHOCTH IEPCOHAIbHBIX
JaHHBIX MpU HUX 00paboTke B MH(GOPMALMOHHOMW CHCTEME B COOTBETCTBUU C
3aKOHOmarenbCcTBOM  Poccuiickont  @exepauvu  MOTYT  NIPHUBJIICKAaThCA  HA
JIOTOBOPHOM OCHOBE IOpUIUMYECKOE  JIULO W WHVMBUIYJIbHBIN
IPEANPUHUMATENb, WUMEIOIINE JIMUEH3UI0 Ha JEATEIbHOCTh MO TEXHUYECKON
3alMTe KOH(PHUICHINATBbHON HH(GOpMALIIH.

3. Mepbl 1m0 oOecrnieueHHIO OE€30MAaCHOCTH MEPCOHAIBHBIX  JAaHHBIX
peAU3yIOTCS B paMKaxX CHUCTEMBI 3aIUThI TepCOHANBHBIX JaHHBIX MBY J10 «CII
KMO», coznaBaemMoii B COOTBETCTBUM C TPEOOBAHUSAMM K 3aUTE MEPCOHATBHBIX
JAHHBIX MPU UX 00pabOTKE B MHPOPMALIMOHHBIX CHUCTEMAX NEPCOHAIBHBIX JaHHBIX
, YTBEPKI€HHBIMU nIocTaHoBJIeHUEM [IpaButenscTBa Poccniickont @enepanun ot |
HOs10psa 2012 1. N 1119, u nmomkHbl OBITH HaNpaBlE€Hbl HA HEUTpaIU3aLUIO
aKTyaJIbHBIX YTPO3 0€30MacHOCTH MEPCOHAIbHBIX TaHHBIX.

4. Mepsl mo of0ecriedyeHUI0 O€30MACHOCTA TEPCOHATBHBIX  JIAHHBIX
pealin3yloTcs B TOM YHCJIE TOCPEICTBOM NPHUMEHEHUs B HH(OPMALMOHHON
CUCTEME CPEJICTB 3alUThl MH(OPMAIUH, MPOIIEAIINX B YCTAHOBICHHOM TOPSIIKE
IPOLETyPy OLIEHKH COOTBETCTBUS, B CIydasX, KOI/Ia IPUMEHEHHE TaKUX CPEIICTB
HEOOXOQUMO Il  HEWTpalM3allud  aKTyalbHBIX  yrpo3  0e30macHOCTH
NEPCOHANIbHBIX JJAHHBIX.

5. Orenka 3>(p(hEKTUBHOCTH PEATU30BAHHBIX B paMKaxX CHCTEMbI 3alllUThI
NEPCOHANIBHBIX JAHHBIX MEp MO OOEeCleYeHUI0 Oe30MaCHOCTH TMEePCOHANTbHBIX
JAHHBIX TPOBOAUTCS OIEPATOPOM CAMOCTOSATENBHO WM C IPUBICUYCHHEM HAa
JIOTOBOPHON OCHOBE IOPUAMYECKUX JIUIl U UHIUBUAYAJIbHBIX MPEANPUHUMATEIEH,
MMEIOLIMX JIMIIEH3UI0 HA OCYLIECTBIICHUE NESTEIBHOCTH MO TEXHUYECKOW 3alUTE
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KoH(UIeHIManbHON HHGOpMalMKM. YKa3aHHAs OLEHKA MPOBOAMUTCS HE pexe
OJIHOTO pa3a B 3 roja.

6. Mepsl o oOecriedyeHHI0 OE30MACHOCTH TMEPCOHANBHBIX JAHHBIX MPH UX
00pabOTKE B TOCYNApPCTBEHHBIX WH(MOPMALMOHHBIX CHUCTEMaX NPUHUMAIOTCS B
COOTBETCTBHUM C TPEOOBAaHUSAMHU O 3allUTe HWH(POpPMALUHU, COJEpKalleucs B
rOCyJapCTBEHHBIX HWH(OPMAIIMOHHBIX CHCTeMaX, ycTaHaBiaumBaeMbiMu DPCTOK
Poccun B mpenenax cBOMX MOJTHOMOYMM B COOTBETCTBUHU C YacThiO 5 cTaThu 16
®enepanbHoro 3akoHa or 27 wutonga 2006 r. N 149-®3 "O6 undopmanuwy,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3a1uTe nHbopmaruun' .

7. B cocraB mMep mo obecrnedyeHHUI0 0€30MaCHOCTH TMEPCOHANIBHBIX JaHHBIX,
peaqu3yeMbpIX B paMKax CHCTEMbl 3alllUThl MEPCOHAIBHBIX JAHHBIX C Y4YETOM
aKTyaJbHBIX Yrpo3 O€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX U MPUMEHSEMbIX
nHpopmarmorHsix TexHonoruii MBY J10 «CIII KMO»y, BXoT:

uaeHTUUKAMS M ayTeHTU(UKauus CyObEKTOB JOCTyna H OOBEKTOB
JOCTYIIA;

yIpaBJI€HUE TOCTYIIOM CyOBEKTOB JIOCTYyNAa K OOBEKTaM TOCTYIIA;

OrpaHUYEeHHE MPOTPAMMHOM CPEJIbI;

3allliTa MAallMHHBIX HOCUTENIEH MH(OpMAIMU, Ha KOTOPBIX XpaHATCA U (WIIN)
o0pabaThIBalOTCA TMEpPCOHAJbHBIC JaHHbIE (Jajee - MallMHHBIE HOCUTEIU
MEePCOHAIBHBIX JIAHHBIX);

perucrtpanus coobITHI 6€30MacHOCTH;

AHTUBUPYCHAs 3alIUTa;

oOHapy:keHue (Ipea0TBpaIEHUE) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aIIUIIEHHOCTH NEPCOHAIBHBIX JaHHBIX;

o0OecrieyeHrne LEJI0CTHOCTH WH(OPMALMOHHOW CHUCTEMBbI U MEPCOHAIBHBIX
JTAHHBIX;

oOecreyeHne JOCTYTHOCTH NMEPCOHAIbHBIX JIaHHBIX;

3allldTa CpeIbl BUPTYaTU3allkH;

3aIlUTa TEXHUYECKUX CPEJICTB;

3amuTa MHPOPMALIMOHHON CHUCTEMBI, €€ CPEACTB, CUCTEM CBSI3M U Iepeaaydu
JTAHHBIX;

BBISIBJICHUE MHIIUACHTOB (OJHOTO COOBITHSI WJIM TPYIIIBI COOBITHIN), KOTOpPHIE
MOTYT  MNpUBECTH K  CcOOSIM  WIM  HapyleHUIO  (QYyHKIMOHUPOBAHUS
WH()OPMAITMOHHONW CHUCTeMbl W (WIM) K BO3HUKHOBEHHIO YIpo3 O€30MacHOCTH
MEPCOHAIBHBIX JIAaHHBIX (JaJiee - UHIIUACHTHI), U pEarupoBaHUE HA HUX;

yopaBjieHue KoHpuryparuein HWHGOPMAIMOHHON CUCTEMBI U  CHUCTEMBI
3aIMUTHI IEPCOHATIBHBIX IAHHBIX.

CocraB U cozepKaHde Mep IO OO0SCIICUCHHIO OS30ITaCHOCTH IEePCOHATBHBIX
JaHHBIX, HEOOXOIUMBIX IJisi 0OECHEUEHHUsI KaKIOro M3 YpOBHEH 3alUIIEHHOCTH
NEPCOHANIBHBIX JAHHBIX (MpuiioxkeHue 1).

8.1. Mepsl no uaeHTUGUKALMK U aAyTEHTUPUKALUN CYOBEKTOB JIOCTYNa U
O00BEKTOB JIOCTyNa JOJDKHBI O00ECleunBaTh MPUCBOCHUE CYyOBEKTaM U O0BEKTam
JIOCTyIa YHUKAJIBHOTO MpU3HaKa (MACHTUPHUKATOPA), CPABHEHUE MPEIbSIBISIEMOIO
CyOBeKTOM (00OBEKTOM) JO0CTyINa HIAEHTU(UKATOpa C MEPEYHEM MPUCBOCHHBIX
UJIEHTU(PUKATOPOB, a TaKXKE€ MPOBEPKY MNPHUHAIICKHOCTH CYOBEKTy (0OBEKTY)
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JIOCTYTIA MPEABIABICHHOIO UM UJeHTU(UKaTOpa (OATBEPKACHHUE MOUTMHHOCTH).

8.2. Mepbl 10 YNpaBIEHUIO JOCTYNIOM CYOBEKTOB IOCTyNa K OOBEKTaM
JocTyna JOJDKHBI oOecrevynBaTh yIOpaBI€HHWE TMpaBaMU U MPUBHIETUSIMU
CyOBEKTOB JIOCTYIA, pa3rpaHUYEHUE JOCTyNMa CyOBEKTOB JOCTyma K OOBEKTaM
JI0CTyTa Ha OCHOBE COBOKYIHOCTH YCTaHOBJICHHBIX B MH(OPMAIIMOHHON cHCcTeMe
OpaBWJI pasTpaHUYEHHUs JOCTyma, a Takke oOecrneynBaTb KOHTPOJIb 3a
COOJIIOJIEHUEM ITUX MPABUJL.

8.3. Mepbl MO OrpaHUYEHUIO TMPOrPAMMHOM Cpelbl JOJKHBI 0OecreunBaTh
YCTAaHOBKY U (WJIM) 3alyCK TOJIBKO pa3pelIeHHOT0 K HCIOJIb30BAHUIO B
WHOOPMAIIMOHHONW CHCTEME MPOrpaMMHOr0 OOECTeueHUs WIA HCKII0YaTh
BO3MOKHOCTh YCTAHOBKM W (MJIM) 3alycKa 3alpelleHHOT0 K HMCIOJb30BaHUIO B
MH(OPMAIMOHHOW CUCTEME MTPOTrPaMMHOTO 00eCIIeYeHUS.

8.4. Mepbl MO 3alMTE€ MAIIMHHBIX HOCHUTENIEW MEPCOHAIBHBIX JaHHBIX
(cpenctB 00pabOTKM (XpaHEHHMs) MEPCOHAIBHBIX JIAHHBIX, ChbEMHBIX MAaIIMHHBIX
HOCHUTEJIEW TEPCOHAIBHBIX JIaHHBIX) JIOJDKHBI ~ HCKJIIOYaThb  BO3MOYKHOCTh
HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MAITMHHBIM HOCUTEIIAM U XPAHSIIUMCS Ha HUX
NEPCOHANIBHBIM  JaHHBIM, a TaKX€ HECAaHKIMOHUPOBAHHOE HCIIOJIb30BAHUE
ChEMHBIX MAITUHHBIX HOCUTEJICH MEPCOHAIBHBIX JaHHBIX.

8.5. Mephl 10 perucrpainuu coObITUM 0€30MacHOCTH JIOJKHBI 00€CTIeunBaTh
cOop, 3amuch, XpaHEHUE U 3AIUTY HWHPOpPMAIMU O COOBITUSIX OE30MACHOCTH B
WHOOPMAIIMOHHONW CHUCTEME, a TakXe BO3MOXKHOCTh IPOCMOTpAa U aHaiIM3a
uH(OPMAIUHU O TAKUX COOBITUSAX U pearupoOBaHKUE HA HUX.

8.6. Mepbl 10 aHTUBUPYCHOM 3alllUTe JIOJDKHBI 00ecreunBaTh OOHAPY>KEHUE B
WH(OPMAITMOHHON CUCTEME KOMITBIOTEPHBIX MPOTPaMM MO0 UHON KOMITBIOTEPHOMN
uHdopMaIuy, TNpeJHaA3HAYEHHON I HECAHKIIMOHUPOBAHHOTO YHHUYTOXKEHUS,
OokupoBaHuUs, MOAUGPUKAIINK, KOTHUPOBAHUS KOMIBIOTEPHON WHGOOpPMAIMU WK
HEUTpalv3aluu CPEACTB 3allMThl HMHPOpPMALMU, a TaKKe pearupoBaHHE Ha
OoOHapy’KE€HHE ATUX MPOTpaMM U UH(DOpMAIUH.

8.7. Mepbl 1o oOHapyxeHU0 (TPeAOTBPAIICHUIO) BTOPXKEHUN TOJHKHBI
oOecrieynBath  OOHapyXeHUE JNEUCTBU B  MH(POPMALMOHHONW  CHUCTEME,
HaIpaBJICHHBIX HA HECAHKIIMOHUPOBAHHBIA JOCTYN K MH(OpMAILINK, CHEIUaTbHbIE
BO3JICHCTBUSI Ha MH(GOPMAIMOHHYIO CHUCTEMY U (WJIM) MEepCOHAJbHbIC JIaHHBIC B
HEesX JOObIBaHUS, YHUUYTOXKCHUS, HCKaXEHUsS U OJOKUPOBAHUS JOCTyINa K
MEPCOHAIBHBIM JAHHBIM, a TAK)KE pEarnpoBaHUE HA 3TH JICUCTBUSI.

8.8. Mephbl 110 KOHTPOJIIO (aHAIKU3Y) 3alIUIIEHHOCTH MEPCOHATIBHBIX JaHHBIX
JIOJDKHBI 00eCTIeYrBaTh KOHTPOJb YPOBHS 3aIIMIIIEHHOCTH TIEPCOHATBHBIX JaHHBIX,
oOpabaTpiBaeMbpIX B HMH(POPMAIIMOHHOW  CHUCTEME, IyTeM  MPOBEACHUS
CUCTEMATUYECKUX MEPONPUATHNA TO aHAIW3Y 3alTUIICHHOCTH WH(POPMAIMOHHOM
CUCTEMbI M TECTUPOBAHUIO PabOTOCIIOCOOHOCTH CHCTEMBI 3aIIUThI TEPCOHATBHBIX
JTAHHBIX.

8.9. Mepbl 1o 00ecreueHru0 UEIOCTHOCTH WH()OPMAIMOHHONW CHCTEMBI U
NEPCOHANBHBIX  JAaHHBIX JIOJDKHBI — oOecrieunBaTh  OOHapyxeHue  (PakToB
HECAaHKIIMOHUPOBAHHOTO HAPYILIEHUS LIEJIOCTHOCTH UH(POPMALIMOHHON CUCTEMBI U
COJlepKalllUXCd B HEM MEepCOHAIBbHBIX JAHHBIX, a TakKKe BO3MOXHOCTb
BOCCTAHOBJIECHUS MH(GOPMAIIMOHHOM CHUCTEMBI M  COAEp)Kaluxcsi B  HeH



MEPCOHAJIBHBIX TAHHBIX.

8.10. Mepbl o 00ecreueHn 0 JOCTYITHOCTH MEPCOHATBHBIX JAaHHBIX JOJHKHBI
o0ecrieunBaTh aBTOPU30BAHHBIN JOCTYI MOJI30BATENCH, MMEIOIIMX MpaBa IIo
JOCTYMy, K TEpPCOHAIbHBIM JAaHHBIM, COJAEPXKAIUMCS B HH(DOPMAIIMOHHON
CHCTEME, B IIITATHOM peXUME (PYyHKIMOHUPOBAHUS HHPOPMAIIIOHHON CHCTEMBI.

8.11. Mepsl 1O 3amuUTe Cpeabl BHUPTYaTU3allMd JIOJDKHBI HCKIIOYATh
HECAaHKIIMOHUPOBAHHBIN JOCTYN K IEPCOHAIBHBIM JAHHBIM, 00padaTbIBAEMbIM B
BUPTYaJIbHOM MH(DPACTPYKTYpe, U K KOMIIOHEHTaM BUPTYaIbHOU HHPPACTPYKTYPhI
U (W1M) BO3ACICTBUE HA HUX, B TOM YHUCJE K CPEACTBAM YIIPABICHUS BUPTYaIbHOU
UHQPACTPYKTYPO, MOHUTOPY BUPTYaJIbHBIX MAIIUH (TUIEPBU30PY), CHUCTEME
XpaHEeHMs] JaHHBIX (BKJIOYas CHUCTEMY XpaHEHUsi o0pa3oB BUPTYaJIbHOU
UHQPACTPYKTYpPHI), CETH TNEPEeNayd JIaHHBIX Yepe3 AJIEMEHThl BUPTYaJIbHOW WITU
busznueckoit  MHPPACTPYKTYpPbI,  TOCTEBBIM  ONEPALMOHHBIM  CHUCTEMaM,
BUPTYyaJIbHBIM ~MaliMHaMm (KOHTEWHepaM), CHCTEME M CETH pEIUIMKaluH,
TEPMUHAIBHBIM WM BHPTyaJbHBIM YCTPOMCTBAM, a TAKK€ CHUCTEME PE3EPBHOIO
KOITMPOBAHUS U CO3ABAEMBIM €10 KOIHUSIM.

8.12. Meppl MO 3alIUTE TEXHUYECKUX CPEACTB JOJDKHBI HCKIIKOYATh
HECAaHKIIMOHUPOBAHHBIM JOCTYN K CTalMOHApPHBIM TEXHUYECKUM CpEACTBaM,
00pabaThIBAIOIIMM TIE€PCOHAJBHBIE JaHHBIC, CPEACTBAM, O00ECIEUYMBAIOIINM
(GyHKIIMOHUPOBaHKE WHPOPMAITMOHHON CUCTEMBI (Jajiee - cpelicTBa 00ecTeUeHUs
(GyHKIMOHUPOBAHUS ), M B TIOMEIIIEHUSI, B KOTOPBIX OHU IMOCTOSIHHO PacOJIOKEHBI,
3aIIUTY TEXHUYECKUX CPEJCTB OT BHEIIHUX BO3ICHCTBUI, a TaKXke 3allIUTy
NEPCOHANBHBIX  JIAHHBIX,  MPEACTaBICHHBIX B  BUAEC  HHGOPMATUBHBIX
AIEKTPUUECKUX CUTHAIOB U (PU3NYECKUX TOJICH.

8.13. Mepnl 1o 3amurte WHPOPMAIMOHHOW CHUCTEMBI, €€ CPENICTB, CHCTEM
CBS3M U TMepefayd JaHHBIX JIOJDKHBI OOECTedMBaTh 3allUTy TMEPCOHATBHBIX
JAHHBIX TPU B3aUMOJEHCTBUM MH(MOPMALMOHHON CHUCTEMBI WU €€ OTIEIbHBIX
CErMEHTOB C HWHBIMU HH(POPMAIMOHHBIMU CHUCTEeMaMU U WH(OPMaIMOHHO-
TEJIEKOMMYHUKAITMOHHBIMU CETSIMH TOCPEACTBOM MPUMEHEHUSI apXUTEKTYpPbl
MH(POPMAITMOHHOW CHCTEMbI M TMPOEKTHBIX PEIICHUI, HaNpaBJICHHbIX Ha
obecrnieueHue 6€30MaCHOCTH MEPCOHANIBHBIX JaHHBIX.

8.14. Mepsl 110 BBISBIECHHUIO MHIUMIAEHTOB U PEArMPOBAHUIO HA HUX JIOJKHBI
oOecrnieunBaTh  OOHapyXeHUe, WACHTU(DUKALNIO, aHAIW3 HHIUIACHTOB B
WHOOPMAITMOHHONW CHUCTEME, a TakkKe TMPUHITHE Mep IO YCTPaHEHUIO U
NPENYNPEXICHAIO UHIIUACHTOB.

8.15. Mepsl o ynpaBiieHHI0 KOH(UTypanre nHPOPMAITMOHHON CUCTEMBI U
CUCTEMBI 3alUTHl MEPCOHANTBHBIX JAHHBIX JOJKHBI OOECIEeYMBATH YIIPABJICHHE
U3MEHEHUSIMU KOH(MUTypanuu UHPOPMAITMOHHOM CHUCTEMBI M CHUCTEMBI 3allUThI
MEPCOHAIBHBIX JAHHBIX, aHAJIU3 MNOTEHIMAJIbHOIO BO3JICUCTBUS IUIAHUPYEMbBIX
U3MEHeHU Ha oOecrieyeHue Oe30MacHOCTH MEePCOHANbHBIX JAHHBIX, a TaKkKe
JOKYMEHTUPOBAHHUE 3TUX U3MEHEHHUIA.

9. Beibop mep mo obecrmedeHUI0 O€30MacCHOCTH MEPCOHANBHBIX JIAHHBIX,
NOJIeKAIINX peau3allii B HWH(MOPMALMOHHOM CHUCTEME B pPaMKax CHCTEMbI
3aIlUTHI IEPCOHATBHBIX TAHHBIX, BKIIOYAET:

ompeneynieHue 0Oa3oBoro Habopa Mep 10 oOecreyeHuro 0e30MacHOCTH



NEPCOHANIBHBIX ~ JAHHBIX  JJIsi  YCTAHOBJIEHHOTO  YypPOBHSA  3alllMIIEHHOCTH
NEPCOHANBHBIX JaHHBIX B COOTBETCTBUM C 0a30BBIMH HabopamMu Mep IO
o0ecrnedeHnIo 0€30MacHOCTH MEPCOHANBHBIX JTaHHBIX

aganTamuio 6a3zoBoro Habopa Mep 10 oOecrmedeHHr0 0e30MacHOCTH
NEPCOHANBHBIX JTaHHBIX C YYETOM CTPYKTYPHO-(DYHKIMOHAIBHBIX XapaKTEPUCTHUK
UHPOPMAIIMOHHON CHCTEMbI, WH(OPMALMOHHBIX TEXHOJOTHH, OcoOeHHOCTEH
(GYHKIIMOHUPOBAHUS MH()OPMAIIMOHHOM CHUCTEMBI (B TOM YHCIIE MCKIIOYCHHE M3
0a3zoBoro Habopa Mep, HEMOCPEJACTBEHHO CBS3aHHBIX C HH()OPMAIMOHHBIMU
TEXHOJIOTUSIMH, HE HCHONb3YyEMbIMU B HWHGOPMAIIMOHHONW CHCTEME, WU
CTPYKTYPHO-(DYHKIIMOHAJIbHBIMU ~ XapaKTEpUCTUKAMH, HE  CBOMCTBEHHBIMU
HH(POPMAITMOHHOM CHUCTEME);

YTOYHEHUE aJanTUpOBaHHOro 0a3oBoro Habopa Mep MO OOECHEeYEHUIO
0€30MacCHOCTH NEPCOHAJIBHBIX JaHHBIX C y4YE€TOM HE BBIODAHHBIX paHee Mep, B
pe3yibTaTe Yero ONpEeAeNIoTCS Mepbl 10 o0ecrnedeHruto 0e30MacHOCTH
NEPCOHANIbHBIX JAHHBIX, HANpaBIECHHbIE HAa HEUTpPaIU3alMI0 BCEX AKTyaJIbHBIX
yIrpo3 0€30MacCHOCTH MEPCOHAIBHBIX JAHHBIX JJIsI KOHKPETHON MH(OPMAIMOHHON
CHUCTEMBI;

JIOTIOJIHEHUE YTOYHEHHOTO aJanTUpPOBAHHOIO ©0a3oBoro Habopa Mep Io
oOecrieueHun o 0€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX MEpaMu, 00eCIIeYUBAIOIIUMHU
BBITIOJTHEHHE TPeOOBaHUI K 3aIIMTE MEPCOHANBHBIX ITaHHBIX, YCTAHOBICHHBIMU
UHBIMM HOPMATHBHBIMU IIPaBOBBIMH aKTaMH B oOjacTu obOecreueHus
0€3011aCHOCTH MEPCOHAIBHBIX JaHHBIX U 3aIUTHI HH(OPMALIUK.

10. ITpu HEBO3MOXHOCTH TEXHMUYECKOHN peaju3aluu OTIEIbHBIX BBIOPAHHBIX
Mep M0 00eCTieYeHHI0 0€30TMaCHOCTH MEePCOHAIBHBIX JAaHHBIX, a TAKXKE C yU4eTOM
HPKOHOMHUYECKOM 11eJIeCO00pa3HOCTH Ha ATalax ajanTtanuu 6a30Boro Habopa mMep u
(unM)  yTOYHEHMsS ~ aJanTHUPOBaHHOTO  0a3oBOoro  Habopa Mep  MOTYT
pa3pabaTbiBaThCsi HHbIE (KOMIICHCHPYIOUIME) MEphl, HAlpaBJICHHbIE Ha
HENUTpaJIM3alMIO aKTyaJIbHBIX YTPo3 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX.

B sTOoM ciyuae B XoJe pa3pabOTKU CHUCTEMBI 3aIUThl IEPCOHANBHBIX JaHHBIX
JIOJKHO OBITh MPOBEIEHO OOOCHOBaHUE MPUMEHEHUS] KOMIIEHCUPYIOIIKMX Mep s
oOecrieyeHus: 0€30MaCHOCTH NMEPCOHANbHBIX TAHHbIX.

11. B cnydae ompeneneHus B COOTBETCTBUU C TpeOOBaHUSIMH K 3alllUTe
NEPCOHANIBHBIX MPU UX 00pabOTKe B MH(POPMALMOHHBIX CUCTEMAX MEPCOHATBHBIX
JIaHHBIX, YTBEPXKIAECHHBIMU TIIOCTaHOBJieHHUEM IIpaBurenbcTtBa  Poccuiickoi
®enepanuu ot 1 HOsOps 2012 r. N 1119, B kadecTBe aKkTyallbHBIX YTpoO3
0€30I1acCHOCTH MEPCOHANBHBIX JaHHBIX 1-TO U 2-T0 THUIOB JOMOJIHUTEIHHO K MEpaM
no oOecrneueHuIo 0e30MacHOCTH NMEPCOHANIBHBIX JAaHHBIX, YKa3aHHBIM B MyHKTE 8
HACTOSIIIET0 MOJIOKEHHSI, MOTYT IPUMEHSATHCA CIAEAYIOIINE MEPHI:

MPOBEpPKa CUCTEMHOT0 M (MJIM) MPHUKIAIHOTO MPOTPAMMHOI0 OOecreyeHuUs,
BKJIIOYAsl MPOTPAMMHBIN KOJI, HA OTCYTCTBHE HEJEKJIAPUPOBAHHBIX BO3MOKHOCTEMN
C HKCIOJb30BAHUEM aBTOMATHU3UPOBAHHBIX CPEICTB M (WiM) 0€3 MCIOIb30BAHUS
TaKOBBIX;

TECTHUPOBaHNE HH(POPMAIIMOHHOM CUCTEMBI HA TIPOHUKHOBEHUS;

UCIIOJIb30BaHUE B HH(POPMAIMOHHOM CHUCTEME CHUCTEMHOro U  (WJIn)
MPUKIAAHOTO MPOrPAMMHOI0 OOECHedeHus, pa3paboTaHHOTO C MCIOJIb30BAaHUEM
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METOOB 3alUIIEHHOTO MPOrPaMMHUPOBAHHUSL.

[Ipu wucnonb3oBaHuMM B HWHQPOPMAIIMOHHBIX CHUCTEMaxX CPEACTB 3allUThI
uHboOpMalluK,  CepTUPUIMPOBAHHBIX 1O  TpeOoBaHUSIM  O€30MaCHOCTHU
uHbOpMallMK, YKa3aHHBIE CPEACTBA JIOJDKHBI OBITH CEPTHPHUIIMPOBAHBI Ha
COOTBETCTBHE O00s3aTENIbHBIM TpeOOBaHUSIM 1O Oe30macHoCTH WH(GOpMaInH,
YCTAaHOBJICHHBIM HOPMATUBHBIMH TIPaBOBBIMH aKTaMH, WJIH TpPEOOBAHUAM,
YKa3aHHBIM B TEXHUYECKHUX YCIIOBUAX (33JaHUAX IO O€30MIaCHOCTH).



[Tpunoxenue 1

k CocTaBy U cOZep>KaHUIO
OPraHM3alMOHHBIX M TEXHHYECKUX
Mep 1o 00ecreYeHII0 0e30MacHOCTH
NEepPCOHAIBHBIX JIaHHBIX TPH UX
00paboTke B MHPOPMAITMOHHBIX
cCHCTeMax NepCOHAIbHBIX JTaHHBIX

COCTAB 1 COAEPKAHUE
MEP 110 OBECIHHEYEHHIO BE3OITACHOCTH NEPCOHAJIBHBIX
JAAHHBIX,
HEOBXOJUMBIX JIJISI OGECHEYEHU S KAXKJIOI'O Y3 YPOBHEN
SAHIMITEHHOCTHU NEPCOHAJIBHBIX TAHHBIX

VYcnoBHOE Conepxkanue Mep 1o 00eCIICUCHUIO YpoBHH
0003HaUEeH 0€30MaCHOCTH MEPCOHATBHBIX TAHHBIX 3aIUIIEHHOCTH
1e ¥ HoMep TIEPCOHAITLHBIX
MEpBI JTAHHBIX
4 3 2 1

. Unentudukanus u ayreHTHPUKALNSI CyObEKTOB J0CTyNa U 0OBEKTOB
nocryna (MAD)

NA®.1 |Upentuduxamms u  ayTeHTHGuKaums| + | + | + | +
MOJIb30BaTEeIICH, SIBJISTFOIITAXCSI
paboTHUKaMu omnepaTopa

NA®D.2 |Unentuduxanms u  ayTeHTU(UKAIMUSA + | +
YCTPOMCTB, B TOM YHCII€ CTAallMOHAPHBIX,
MOOMJIBHBIX U MOPTATUBHBIX

NA®D.3 |YmpaBnenue wuaentuduxkatopamud, B Tom| + | + | + | +
qucie CO3/IaHue, MIPUCBOCHHE,
YHUUYTOXXEHUE UJEHTU(PUKATOPOB

NA®D.4 |YmpaBnenue cpencrBamu ayreHtudukamuu,| + | + | + | +
B TOM 4HCJI€ XpaHEHHE, BblJaya,
WHUIIMATN3alus, OJOKUPOBAHUE CPENICTB
ayTeHTU(PUKAIIUK U TIPUHATHE MEP B CITydae
yTpaThl U (WJIM) KOMIPOMETAIMU CPEACTB
ayTeHTHU(PUKALIUU

NAD.5 |3ammra oOpaTHOW CBsA3M mNpH BBOjAC| + + + +
ayTeHTU(PUKAIIMOHHON HH(POPMAITNH

NAD.6 |Unentudukamus u ayTeHTU(UKanus | + + + +
IIOJIb30BaTEIICH, HE SIBJISIIOLLIX CSI




paboOTHHUKaMU oreparopa (BHEIIHUX
MOJIb30BaTEIICH)

II. YmpaBnenue noctynom cyObeKTOB gocTyna Kk oobekTam noctyna (YII1/])

VIIA.1 | YnopaBnenue (3aBesieHME, akTuBauus,| + + + +
0JIOKMpOBaHUE U YHUUYTOXCHHUE) YUCTHBIMU
3allUCIMH  II0OJIb30BaTeNICi, B TOM YHCIC
BHEIIIHUX IT10JIb30BaTeiIei

VIIJ.2 |Peanu3zamus HEO00XOTUMBIX METOJIOB| + + + +
(IMCKpEelMOHHBINA, MaHAATHBIM, POJIEBOM
WM MHOW METO[), TUIOB (YTEHUE, 3aIHCh,
BBIMIOJIHEHUE WM HMHOM THUMN) W NpPaBUII
pa3rpaHuyeHUs 10CTyTa

VIIA.3 |YnopasneHue (bunpTpanus,| + | + | + | +
MapHipyTH3alus, KOHTPOJIb COCAMHEHU,
OJIHOHATIpABJICHHAs Tepejaya W  UHbIC
CrocoO0BI yrpaBiieHNs) HHHOPMAITMOHHBIMU
MOTOKaMH MEXKITY yCTPONCTBAMU,
CerMeHTaMu MH(GOPMAIIMOHHON CUCTEMBI, a
TaK¥Ke MEXKTY UH)OPMAITMOHHBIMH
CUCTEMaMU

VII[1.4 |Pa3znencHue MTOJTHOMOYHUI (pomeir)| + | + | + | +
MOJIb30BATENICH, aTMUHUCTPATOPOB U JIHII,
00ecCIeuynBarOIINX (byHKIIMOHUPOBaHUE
MH()OPMAITMOHHON CUCTEMBI

VII[A.5 |Ha3saueHne MHHUMAIBHO HEOOXOIUMBIX| + + + +
MpaB W MNPUBWJIECTUM  TOJB30BATEIAM,
aIMUHUCTPATOPaM u JINIIaM,
00eCcIeYnBaroOIM (hYHKITMOHUPOBAHHUE
MH(OPMAIIMOHHOW CUCTEMBI

VII[I.6 |OrpannyeHue  HEyCHEIIHBIX  HONBITOK| + | + | + | +
BX0Ja B HMH(GOPMALMOHHYIO CHCTEMY
(moctyma kK "HGOPMAIIMOHHON CUCTEME)

VIIIA.7 |IlpenynpexaeHue TMOJb30BaTENs HPU €r0
BXOJI¢ B HHPOPMAIIMOHHYIO CUCTEMY O TOM,
910 B HWHPOPMAIMOHHON  CHCTEME
peanu3oBaHbl MEphl MO 00ECIEUCHUIO
0€30I1acHOCTH TEePCOHATBHBIX JAHHBIX, U O
HEO0OXOIMMOCTH coOmro1eHus
YCTAaHOBJICHHBIX  OIEPaTOPOM  IPaBHUII




00pabOTKH IMePCOHAIILHBIX JTAHHBIX

VI8

OmnogenieHue M0JIb30BATEIS noce
YCHENTHOTO BX0Aa B WH()OPMAIMOHHYIO
CUCTEMY O €ro TpeabIAyleM BXOJE B
WH(OPMAITMOHHYIO CHCTEMY

VII/1.9

OrpanudeHue V% (S F:] napasuiesIbHbIX
CEaHCOB JOCTyma s KaXJOW YyYEeTHOU
3alMCH  TIOJ30BaTENsl HMH(POPMAIMOHHOM
CHCTEMBI

VIIJI.10

brnokupoBanue  ceanca  jgoctyna B
UH(OPMAITMOHHYIO CUCTEMY rociie
YCTAaHOBJICHHOTO  BPEMEHH  Oe3/1ehCTBUS
(HEaKTMBHOCTH) TOJIb30BATEJISI WIH 1O €ro
3a1pocy

V11

Pazpemienue (3amper) JNEUCTBUN
II0JIb30BATEIIEH, pa3pelIeHHbIX 10
UJCHTU(GUKAIIMY U ayTeHTU(DUKAITUN

VIIJL.12

[Tomnepkka © coxpaHeHHE aTpHOyTOB
O0e3omacHOCTH  (METOK  0O€30MacHOCTH),
CBS3aHHBIX ¢ MH(OpMaIMEl B Ipolecce ee
XpaHEeHHs 1 00padOTKU

V.13

Peanuzanmsi  3ammieHHOTO  YIAJICHHOTO
JOCTyrna CYOBEKTOB JOCTyHa K OOBEeKTaM
JIOCTyTIa Yepe3 BHEIIHHE WH(OPMAaIMOHHO-
TEJIEKOMMYHHUKAITUOHHBIC CETH

VI 14

Pernmamenranus 151 KOHTPOJIb
MCMOJIb30BaHUs B uH(pOpMaIIMOHHOM
CUCTEME  TEXHOJOTHMH  OeCIpOBOIHOTO
JIOCTyIIa

VIII.15

Pernamenranus 17} KOHTPOJIb
UCIIOJIb30BaHUSI B HMH(POPMALMOHHOM
cUCTEME MOOUITbHBIX TEXHUYECKUX CPEACTB

VIIJ.16

YnpaneHue B3aUMOJIEICTBHEM C
UH(pOPMAITMOHHBIMU CHUCTEMaMHU
CTOPOHHHUX OpraHu3aiun (BHEIIIHUE

MH(OPMAIMOHHBIE CUCTEMBI)

VIIJL.17

ObecrieyeHne  JTIOBEPEHHON  3arpys3ku




CpCaACTB BBIYMCJIMTEIbHOM TEXHUKU

III. Orpannuenue nporpammuoit cpeast (OI1C)

OIIC.1

VYrpapinenue 3amyckoMm (0OpallieHHsIMU)
KOMITIOHCHTOB IPOrPaMMHOTO
oOecrieueHrs, B TOM YHCIE OIpEICICHUE

3allyCKaCMbIX KOMIIOHCHTOB, H&CTpOﬁKa

apamMeTpoB 3aIycKa KOMITOHEHTOB,
KOHTPOJIb 32 3allyCKOM KOMIIOHCHTOB
IIPOTPAMMHOT0 00eCIICUCHUS

OIIC.2

VYrpapieHue yCTaHOBKOMW (MHCTaLISIIUEH)
KOMIIOHEHTOB IIPOTPaMMHOI0
o0OecrieueHus, B TOM YHCIE ONpEIeICHUE
KOMIIOHEHTOB, IIOJUIEKAIIUX YCTAaHOBKE,
HacTponKa napaMeTpoB YCTaHOBKH
KOMIIOHEHTOB, KOHTPOJIb 3a YCTaHOBKOM
KOMITOHEHTOB MPOrPaMMHOI0 00€CTIEUEeHHSI

OIIC.3

YcraHoBka (MHCTANIALUA) TOJIBKO
pa3penIeHHOro K UCITOJIb30BAHUIO
IporpaMMHOro ooOecreyeHuss u (Wiu) €ero
KOMITOHEHTOB

OIIC 4

VYrpaBnenue BpeMeHHbIMU (aiijiaMu, B TOM
qucie 3ampeT, paspeleHue,
[IEpEHAIIPABIICHUE  3allUCH,  yAAJICHUE
BPEMEHHBIX (DailsioB

IV. 3ammTa MalIMHHBIX HOCUTENEN NEPCOHABHBIX

nauubix (3HN)

3HN.1

VYyer MAaITUHHBIX HOCHUTEJIEN
MEPCOHAIBHBIX TaHHBIX

+ | +

3HN.2

YnpaBineHne JOCTYNIOM K  MAIIMHHBIM
HOCHUTEJISIM MEPCOHATBHBIX JaHHBIX

3HIN.3

KonTposib  mepemenieHuss  MallWHHBIX
HOCHUTEJIEM TIEPCOHAIBHBIX JIAaHHBIX 34
IpeJIeIIbl KOHTPOJUPYEMOU 30HBI

3HN.4

HckimroueHune BO3MOKHOCTH
HECAHKIIMOHUPOBAHHOTO O3HAKOMJIEHUS C
COJIEp’)KaHHEM  TEPCOHANBHBIX  JAHHBIX,
XpaHALIMXCA HAa MAlIMHHBIX HOCUTENSX, U
(nn) HCIMOJIb30BAHUS HOCHUTEJEN




MEPCOHAIBHBIX JTAHHBIX B WHBIX
WH(OPMAITMOHHBIX CHCTEMaX

3HN.S

KonTpons wucnons3oBanus wHTEp(DECOB
BBOJIa (BBIBOJIA) uH(bOopMaIuu Ha
MalllUHHBIE ~ HOCUTEIU  MEPCOHAIBHBIX
JTAHHBIX

3HU.6

KonTtpoas BBoAa (BbIBOJIa) MHGOPMAIIUK Ha
MalIuHHBIE  HOCHTEIW  IMEePCOHATBHBIX
JTAHHBIX

3HN.7

KOHTpOJII) IO AKJIIOYCHU A MallTMHHBIX
HOCHUTEIJICH IICPCOHAJIBHBIX TAHHBIX

3HN.8

YHHUUTOXKEHUE (ctupanue) W
00€e3JIMYMBaHNE TIEPCOHANILHBIX JaHHBIX Ha
MalIMHHBIX HOCHUTEISIX MpU HUX Iepenayde
MEXIYy TI0JIb30BaTeNIIMH, B CTOPOHHHE

OpraHu3aluu JUTSI pEeMOHTa WIH
yTUIM3AIUH, a TaKKe KOHTPOJIb
YHUUYTOXKEHUS (cTupanus) W
00€3 TMYMBaHUS

V. Peructpanus coowituii 6e3omacuoctu (PCBH)

PCb.1

OmnpeneneHue  coObITUI  0€30MACHOCTH,
MO/IJICXKAIINX PETUCTPAIMN, U CPOKOB HX
XpaHEHUS

+

PCB.2

OmnpeneneHue cocraBa M COAEPIKAHUS
uH(popMauu O COOBITHSIX O€30MaCHOCTH,
MOJIJIEKAIUX PETUCTPALINN

PCB.3

COop, 3anKch U XpaHeHUEe MH(MOpPMALUU O
COOBITHSIX ~ O€30MacHOCTH B TEUEHHE
YCTaHOBJICHHOT'O BPEMEHU XPaHEHUS

PCb.4

PearupoBanne Ha cOOM TpHU pErUCTpaLUU
cOOBITUH  0€30macHOCTH, B TOM YHCIE
anmapaTHble W TPOTPaMMHbBIE OHIMOKH,
coou B MexaHu3max cbopa mHpopmanuu u
NOCTUKEHHUE IIpesesa WU IEepPErOTHEHMS
o0beMa (EMKOCTH) MaMsITH

PCB.5

MoHuTOpHUHT (mpocmoTp, aHalu3)
pE3yJIbTATOB perucrpaunuu COOBITHIA




0€30MacCHOCTH U pearupoBaHUE HA HUX

PCB.6  |I'enepupoBaHKe BPEMEHHBIX METOK U (WJIK)
CUHXPOHHU3ALMSI CUCTEMHOTO BpPEMEHU B
nH()OPMAITMOHHON CUCTEME

PCB.7 |3amura uHbpopmamuu O  COOBITHSIX| + + + +
0€e301acHOCTH

V1. AutuBupycnas 3anmuta (AB3)

AB3.1 Peanuzanus aHTUBHPYCHOM 3aIIUTHI + + + +

AB3.2 |OOHoBieHue ©0a3bl JaHHBIX TMpU3HAKOB| + | + | + | +
BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpPaMM

(BUpYCOB)

VII. O6uapy:xenue sropxenuit (COB)

COB.1 |OGnapyxkeHHe BTOP>KEHUI + |+

COB.2 |OO6HOBIEeHHE 0a3bl PEIIAOIINX MPABUII + |+

VIII. Kontpoib (aHanu3) 3auiieHHOCTH MePCOHANBbHBIX TaHHbIX (AH3)

AH3.1 |BreiaBienue, aHan3 YSA3BUMOCTEN + |+ |+
MH(OPMAIMOHHOW CHUCTEMBI U ONIEPATUBHOE
yCTpaHEHUe BHOBb BBISIBJICHHBIX
YA3BUMOCTEN

AH3.2 |Kontpoias YCTaHOBKU oOHOBNEHWU| + | + | + | +

IPOrpaMMHOr0  OOecreyeHusl, BKIIOYas
OOHOBJIEHHE MNPOTrPaMMHOI0 OOEeCIeUeHus
CPEJIICTB 3aIUThl HH(OPMALINH

AH3.3 |KoHTpomab paboTOCOCOOHOCTH, + |+ |+
napamMeTpoB HACTPOWKU M MPaBUIBLHOCTH
(bYHKITMOHUPOBAHHUS IPOrpaMMHOTO
oOecreueHus 5| CpeACTB 3aIUTHI
uHpopManuu

AH3.4 |KoHTposb cocTaBa TEXHMYECKUX CPEICTB, + |+ |+

IPOrpaMMHOT0 OOECTeYeHHUs] U CPEJNICTB
3alUThl HHPOpPMaLIUU

AH3.5 |KouTposb mpaBwi TE€HEpalud U CMEHbI + |+
MapoJiell  MOJIb30BATEIEH, 3aBEACHHUS U
yaaneHus YYETHBIX 3anucen

HOHBSOB&TCHCﬁ, pcaiu3anuu IMpaBHJI




pasrpaHUYeHUs  JOCTyMa, MOJHOMOYHIA
M0JIb30BATENEH B UHGOPMAIMOHHON
cucTeMe

IX. Obecneuenure 11e10CTHOCTH NHGOPMAIIMOHHON CUCTEMBI M IIEPCOHATBHBIX

nanHbIx (OLJT)
OLJI.1 |KoHTpons UETOCTHOCTH IPOTrPaMMHOTO + |+
oOecrieueHusi, BKJIOYas  MPOrpaMMHOE
obecrieueHue CpEICTB 3aIUTHI

uHbOpMaIuu

OLJI.2 |KoHTpodb LEIOCTHOCTH IEPCOHAIBHBIX
JAHHBIX, COJEpXaluxcs B 0a3zax JaHHBIX
UH(OPMAITMOHHONU CUCTEMBI

OLIJL.3 |OGecneucHue BO3MOXKHOCTH
BOCCTAHOBJICHUS IIPOrPaMMHOTO
oOecrieueHus, BKJIIOYas  IPOrpPaMMHOC
obecrieucHue CpEJIICTB 3aIlMThI
uHbOpMaIu, pH BO3HHUKHOBCHUU

HCIITAaTHBIX CI/ITyaI_[I/Iﬁ

OlJI.4 |OOHapykeHHe MW  pearMpoBaHue  Ha + | +
MOCTYIJIEHUE B UH(POPMAITMOHHYIO CUCTEMY
He3anpaimBaeMbIX AIIEKTPOHHBIX
COOOMIeHHI (THceM, JOKYMEHTOB) U HHOMU
uHdopmaluu, HE  OTHOCAIIUXCS K
(YHKITMOHUPOBAHUIO nH(pOpMAITMOHHOM
CUCTEMBI (3aIlUTa OT criama)

OLJL.5 |Koutponb  coaepxanusi  uHbOpMAIIH,
repe1aBaeMon u3 nH(MOPMAITMOHHON
cUCTEeMbl (KOHTEHHEPHBIM, OCHOBAHHBII Ha
CBOMCTBax o00OBEKTa Jgoctyna, H (WJIM)
KOHTCHTHBIM, OCHOBAaHHBIM Ha IIOMCKE
3anpenieHHo K mnepeaadye uMHGOpMaIuu c
WCIIOJIb30BAaHUEM CUTHATYpP, MAaCOK M HMHBIX
METO/IOB), U HMCKJIIOYEHUE HENPaBOMEPHOU
nepenayu uH(popMauu u3
MH(OPMAITMOHHOW CUCTEMBI

OLJI.6  |Orpanuuenue TpaB MOJIb30BATEIEH IO
BBOJy HMH(OpManuu B MHGOPMAIMOHHYIO
CUCTEMY

OLJL.7 |Kontponn TOYHOCTH, MOJIHOTBI u




MPaBUIBHOCTH  JIAaHHBIX, BBOJUMBIX B
WH(OPMAITMOHHYIO CHCTEMY

OLJL.8  |Kontponn OIIMOOYHBIX NeNUCTBUI
MOJIb30BaTeIeH 10 BBOAY U (WJIM) Iepeaayde
MEPCOHANLHBIX TAHHBIX U MPEAYIPEKICHNE
TI0JTB30BATENCH 00 OMMOOYHBIX JEHCTBUIX

X. ObecneyeHue 10CTYMHOCTU niepcoHanbHbIX qaHHbIX (OT)

OAT.1 |Hcnonb3oBaHue OTKa30yCTOMYHBBIX
TEXHUYECKUX CPEJICTB

OAT.2 |Pe3epBupoBaHME TEXHUYECKUX CPEACTB,
IpOrpaMMHOr0  o0O€ecleueHuss, KaHaJoOB
neperayu uH(popMaIu, CPENCTB
obecrieueHus (GYHKIMOHUPOBAHMUS
MH(GOPMALIMOHHON CUCTEMBbI

OAT.3 |Kontpomb 0€30TKa3HOIO
(GYHKIIMOHUPOBAHUS TEXHUYECKHUX CPEJICTB,
OOHapy)XeHHE€ H JIOKaJu3alus OTKa30B
GyHKIMOHUPOBAHUS, NPUHATHE MeEp MO
BOCCTAHOBJICHUIO OTKa3aBIIUX CPEACTB H
UX TECTUPOBAHUE

OAT.4 |Ilepuonnueckoe pe3epBHOE KONMUPOBAHUE
NEPCOHANIBHBIX JAHHBIX Ha pPE3EpPBHBIC
MalIMHHBIE  HOCHUTEIM  IEPCOHAIBHBIX

JIAHHBIX
OJT.5 |Oo6ecneucune BO3MO>XHOCTH
BOCCTAHOBJICHHSI TIEPCOHATBHBIX JTAaHHBIX C
pEe3EepBHBIX MAIIIMHHBIX HOCHTEJICH

MEPCOHANBHBIX JTAHHBIX (PE3EPBHBIX KOTIHIA)
B TEUEHUE YCTAHOBJIEHHOIO BPEMEHHOTO
VMHTEpPBAJa

XI. 3amuTa cpeasl Bupryanuzaiuu (3CB)

3CB.1 |Upentndukamus wu  ayreHtudukanus| + | +
CyOBEKTOB JIOCTymna U 0OBEKTOB JOCTyIa B
BUPTyaJIbHOH WHMPACTPyKType, B TOM
quCciie  aJIMUHHUCTPATOPOB  yIPABJICHHS
CpEIICTBAMH BUPTYaTU3alUN

3CB.2 | VYnpaBneHue n1ocTynoMm cyObeKToB goctyma| + | +




K OOBEeKTaM [JOCTyla B BHUPTYaJbHOU
UHPPACTPYKTYype, B TOM 4YHUCJIE€ BHYTpPHU
BUPTYaJIbHBIX MAIIUH

3CB.3 |Peructpamuss coObITuii 0€30MacHOCTH B
BUPTYaJIbHON WH(PPACTPYKTYpe

3CB.4 |YnpaBneHue (bunpTparnus,
MapIIpyTU3alns, KOHTPOIb COCAUHCHHUS,
OJTHOHATIPABJICHHAS TIepeaada) IMOTOKaMHU
uHQOpMaAIU  MEXAY  KOMIIOHCHTAMH
BUPTYyaJIbHOH HWHQPACTPYKTYPhl, a TaKKe

1o NEPUMETPY BUPTYaJIbHON
UHPPACTPYKTYphI

3CB.5 |/loBepeHHas 3arpyska CEPBEPOB
BUPTyaJIU3allii, BUPTYAJbHOH MAaIlUHBI
(koHTEIHEpa),  CepBEpOB  YINpaBJIECHUS
BUPTYyJIN3AIUEH

3CB.6 | YnpaBieHue nNepeMenieHUeM BHPTYaIbHbIX
MaluH (KOHTEHHEPOB) U 00pabaThIBaeMbIX
Ha HUX JTAHHBIX

3CB.7 |KoHTposib  LEIOCTHOCTH  BUPTYAJIbHOU
UHOPACTPYKTYPHI U €€ KOH(PUTyparuii

3CB.8 |Pe3epBHoe KOIIMPOBAHUE JAHHBIX,
pE3epBUPOBAHNE TEXHUYECKHX CPEICTB,
IPOrpaMMHOr0 OOECreueHus: BUPTYaIbHOU
UHQPACTPYKTYpPHl, a TAKKE KaHAJIOB CBS3U
BHYTPU BUPTYaJIbHON HHPPACTPYKTYPbI

3CB.9 |Peanusanus m ynpaBJ€HUE AHTUBUPYCHOU
3aIMTON B BUPTYaJbHON HHPPACTPYKTYpE

3CB.10 |Pa30uenue BUpPTyasibHOM MHGPACTPYKTYpPbI

Ha CErMEHTBI (cerMeHTHpOBaHUE
BUPTYaJIbHOM  HMH(PACTPYKTYphI)  AJA
00paboTKH MepPCOHATBHBIX JTAHHBIX

OTHACJbHBIM  TOJb30BaTeieM ©  (WJIN)
TPYNIION MOJIb30BATENEHN

XII. 3amwmra Texanueckux cpeacts (3TC)

3TC.1 |3ammra wuHboOpManmu, oOpadaThIBaEMOI
TEXHUYECKUMHU CPEJICTBAMH, OT €€ yTEUKHU




10 TCXHUYCCKHUM KaHaJlaM

3TC.2 |OpraHuzanus KOHTPOJUPYEMOM 30HBI, B
npeenax KOTOpOH MTOCTOSIHHO
pa3MeIaTCs CTAlMOHAPHBIE TEXHUYECKUE
cpencTBa, oopabaTsiBaomre HHHOPMALIUIO,
U CpEeCTBa 3aIUTHl HH(OPMALINHU, a TaKKe
cpencTBa obecrieueHus
(bYHKIIMOHUPOBAHHUS

3TC.3 |Kontpons wu ympaBieHue ¢usnueckuMm| + | +
JOCTYIIOM K TEXHUYECKHM CPEACTBaM,
cpeacTBam 3aIIUTEI nH(popmaruu,
CpeacTBam oOecrieueHusa
GyHKIIMOHUPOBAHUS, a TaKKe B
MTOMEIIEHUSI M COOPYKEHHUsI, B KOTOPHIX OHH
YCTaHOBJICHHI, HCKIJTFOYAIOIIIHE
HECAHKIIMOHUPOBAHHBIN (bU3uYECKU
JIOCTYII K cpeacTBaM 00paboTKH
nHpopmaruy, CpeacTBaM 3aIHUTHI
nHpOpMaMu M CpeICcTBaM OOECIICUCHHS
(G YHKITMOHUPOBAHUS uH(pOpPMAITMOHHOM
CHUCTEMBI, B TIOMCIIICHUS W COOPYXKCHUS, B
KOTOPBIX OHU YCTaHOBJICHBI

3TC.4 |Pa3memienue YCTPOMCTB BbIBOJa| + | +
(oToOpakeHus) nHpopManuu,
UCKJTIOYAIOIIEee €€ HEeCAaHKIIMOHUPOBAHHBIN
MIPOCMOTP

3TC.5 3ammra OT  BHEIIHUX  BO3JAEWCTBUI
(Bo3meicTBUM OKpYyXKarouen cpensl,

HECTaOMJIBbHOCTU AIEKTPOCHAOKEHUS,
KOHJUIITMOHUPOBAHUS W WHBIX BHEITHUX
(hakTOpoB)

XIII. 3amuTa nHGOPMAITMOHHON CUCTEMBI, €€ CPEJCTB,
CHCTEM CBs3M U niepenaun naHHbix (31C)

3UC.1 |Pa3penenue B MH(POPMAIMOHHOW CHCTEME

byHKUMNA o yIIPaBJIEHUIO
(aIMUHHCTPUPOBAHUIO) HWHOOPMAITMOHHON
CUCTEMOM, YIIPaBJICHUIO

(aAMUHUCTPUPOBAHUIO) CUCTEMOW 3aIIUTHI
NEPCOHANBHBIX  JaHHBIX, (QYHKOUHA TI0
00paboTKe MEePCOHAIBHBIX JAaHHBIX M WHBIX




byHKIMI THPOPMATTMOHHOW CHCTEMBI

31C.2

[IpenoTrBparnieHue 3aIePKKU WIH
MpEPhIBAaHUS BBINOJHEHUSI MPOIECCOB C
BBICOKUM  TMPUOPUTETOM CO  CTOPOHBI
MPOIIECCOB C HU3KUM MPUOPUTETOM

31UC.3

OOecrnieueHre  3alUThl  MEPCOHAIBHBIX
JAHHBIX OT PACKPBITUSA, MOAUPUKAIMHU U
HAaBSI3bIBAHUS (BBOZIA JIOKHOU
uHbOpMaIInN) npu ee nepeaayde
(moaroroBke K Imepenaye) Mo KaHajlaM
CBSI3M, MMEIONIMM BBIXOJ 3a MPEAebl
KOHTPOJIMPYEMOW 30HBI, B TOM YHUCIE
OECIIPOBOIHBIM KaHaJaM CBSI3U

31UCA4

OOGecnieueHue JIOBEPEHHBIX KaHasa,
MapuipyTa MeXAYy  aIMHUHUCTPAaTOpPOM,
MOJIb30BATEIEM M CPEACTBAMHU  3AILUTHI
uHpopmaruu (QyHKUHSAMU OE€301aCHOCTH
CPEACTB 3alUThl UHPOPMALIIN)

3UC.5

3anpeT HECaHKUMOHUPOBAHHOW YIAJIEHHOMN
aKTHUBAIlMM BHUJIEOKAMEpP, MUKpPO(POHOB U
MHBIX MepU(EpUiHbIX YCTPOUCTB, KOTOPHIE
MOTYT  aKTHBUPOBAaTbCA  YIAJEHHO, U
OIOBELICHHE I0JIb30BaTeIe 00 aKTUBALUU
TaKUX YCTPOMCTB

3UC.6

[lepenraua ®  KOHTPONb  IICIIOCTHOCTH
aTpuOyTOB 0e30MmacHOCTU (MeToK
0€30IMacHOCTH), CBSI3aHHBIX c
MEPCOHANILHBIMU JTaHHBIMHU, TIpU OOMEHE
UMA C WHBIMH  HWH()OPMAIMOHHBIMH
CUCTEMaMU

3UC.7

KoHTpoib CaHKIIMOHUPOBAHHOTO 51
HCKJIFOUEHHE HECAaHKIIMOHUPOBAHHOTO
HCIIOIB30BAHNUS TEXHOJIOTUH MOOMIBHOIO
KOJla, B TOM YHCJIC PETHCTpAIvs COOBITHH,
CBSI3aHHBLIX C HMCIIOJIb30BAHUEM TEXHOJIOTUH
MOOMJIILHOTO  KOJa, WX  aHallu3 M|
pearnpoBaHre Ha HAPYIICHUS, CBI3aHHBIC C
HCIIOIB30BAHUEM TEXHOJOTHH MOOMIIBHOIO
KoJa




31UC.8

Kontpons CaHKI[MOHUPOBAHHOTO u
UCKJIIOYEHUE HECAHKIIMOHUPOBAHHOTO
WCIIOJB30BaHUsl ~ TEXHOJOTHM  mepeaayu
peuu, B TOM YHCJIe PErUCTpalus COOBITUH,
CBSI3aHHBIX C MCIIOJIb30BAaHUEM TEXHOJOTUM
nepesadn pedu, uX aHajlu3 U pearupoBaHue
Ha HapYIIEHUs, CBSI3aHHBIC C
UCIIOJIb30BAaHUEM TEXHOJOTUH Mepenadu
peun

31UC.9

Koutposb CaHKIIMOHUPOBAHHOM u
UCKIIIOUEHUE HECAaHKIIMOHUPOBAHHOM
nepenavyn BUACOMH(POPMAIIUU, B TOM YHUCIIE
perucTpanus  COOBITHH, CBS3aHHBIX C
nepenayer BUACOMH(OpPMAIIMU, UX aHAIU3
Y pearupoBaHU€ Ha HAPYIICHUS, CBI3aHHBIC
c mepeaaveil BugeonHpopmanu

31C.10

[TonTBepxaCHUE POUCXOKICHUS
UCTOYHUKA WHGOPMAIMK, MOJydyaeMod B
IIPOLIECCE ONPENEICHUSI CETEBBIX aIpPECOB
[0 CETEBBIM HMMEHAM WJIM ONPEIEIICHHS
CETEBBIX UMEH IO CETEBBIM aJipecam

3UC.11

OOecrnieueHre  TMOJJIMHHOCTH  CETEBBIX
COEJIMHEHUN (CEeaHCOB B3aMMOJICHCTBUS), B
TOM 4YHUCJIE€ JMJIS 3alUThl OT IOJMEHbI
CETEBBIX YCTPOWCTB U CEPBUCOB

31C.12

HckimroueHne BO3MOXHOCTH — OTPULIAHUS
II0JIb30BATENIEM dakTa OTHpPaBKHU
MEePCOHATBHBIX JIAHHBIX Ipyromy
I10JIb30BATEIIO

31C.13

HcknroyeHue BO3MOKHOCTH OTpHULIaAHUA
IIOJIB30BATCIICM (I)aKTa MOJIYUYCHUA
IICPCOHAJIBHBIX JaHHBIX oT Apyroro
IIOJB30BATCIIA

3UC.14

Hcrnonp3oBanue yCTPOUCTB TEPMUHAIBHOTO
nocTyna Jjsi o0paOOTKHM MEepPCOHATBHBIX
JTaHHBIX

3UC.15

3amura apxXuBHbBIX (HaWJIOB, MapaMeTPOB
HACTPOMKHU CPEACTB 3alIUThl MHGOPMALMH
U TMPOrpaMMHOIO OOECIEeYeHUsT M HHBIX




JTaHHBIX, HE TOJUICKANINX H3MCHCHHIO B
nporecce  oOpabOTKM  TEPCOHATBHBIX
JAHHBIX

3UC.16

BrisBrienne, anaimm3 W OJOKMpOBaHHWE B
WHOOPMAITMOHHOW  CHCTEME  CKPBITBIX
KaHAJIOB Tiepenadn WHOOpMaIuu B 00X0.
peanu30BaHHBIX ~ MEpP  WIM  BHYTPH
pa3perieHHBIX CETEBBIX MTPOTOKOJIOB

3UC.17

PazOuenue MHPOPMAIIMOHHON CHCTEMBI Ha
CETMEHTHI (cerMeHTHpOBaHUE
MH(pOpMAITMOHHOM CHUCTEMBI) u
oOecrieueHue 3aIUATHI NEPUMETPOB
CETMEHTOB HH(POPMAITIOHHON CHUCTEMBI

3UC.18

OOecrieueHue 3arpy3kd HW  UCIOJTHEHUS
MIPOTPAMMHOTO OOECTICYCHHUS C MAIIMHHBIX
HOCHUTEJIEH MIePCOHAITLHBIX JTAHHBIX,
JMOCTYITHBIX ~ TOJNIBKO  JUIA  YTCHHS, U
KOHTPOJIb LEI0CTHOCTH JAHHOTO
MPOrpaMMHOr0 o0ecrieueHust

3UC.19

N3onsuus MPOLIECCOB (BBIMIOJIHEHHE
MpOTrpaMM) B BIICJICHHOM 00J1aCTH NaMsITH

31C.20

3ammra  OECIPOBOAHBIX  COCAUHEHHIA,
IIPUMEHSEMBIX B uH)OpPMAITMOHHON
CHUCTEME

XIV. BbIsiBIIeHHE MHLIUAECHTOB U pE€arupOBaHKUE H

a HUX

WHIL1

OHpCI[GJ'IeHI/Ie Jun, OTBCTCTBCHHBIX 34
BBIABJICHHUC HWHIUMACHTOB W pPCarupoOBaHHC
Ha HUX

WHIL.2

O6HapyxeHue, uaeHTUPUKaIus u
perucTpanys UHIUACHTOB

WHIL3

CBoeBpemeHHOe WHGOPMHUPOBAHUE JIHII,
OTBETCTBEHHBIX 32 BBISIBJICHUE HHITHICHTOB
U peardupoBaHHE Ha HHUX, O BOSHUKHOBECHUHU
WHITMJCHTOB B WH(OPMAIIMOHHONW CHCTEME
MOJIB30BATEISIMU M aIMHHHCTPATOPAMH

WHIL4

Ananus HWHIUJICHTOB, B TOM qHuCJIC
OIIpCACICHUC HNCTOYHHNKOB n IIpUYHH




BO3HUKHOBEHHMSI HMHIUACHTOB, a TaKXke
OIlEHKA UX ITOCJIEICTBUUA

NHILS |IIpunsatue Mep o YCTPaHEHUIO + |+
HOCJIEACTBUI MHIIMIEHTOB

MNHII.6 |IInanupoBaHue ¢ TOPUHIATHE MEpP 1O + | +
PEAOTBPALIECHUIO MIOBTOPHOTO
BO3HUKHOBEHUS UHIIUACHTOB

XV. Ynpapnenue koHpurypanuei nHHOpMaIiOHHON CUCTEMbI U CUCTEMBI
3aIUTHI NEPCOHATBHBIX AaHHBIX (YKO)

YK®.1 |Onpenenenue v, KOTOPBIM PpPa3peIICHBI + | + |+
JNEUCTBUS II0 BHECEHUIO W3MEHEHUU B
KOH(UTYpaIUIO nH(pOpMAITMOHHOM
CHUCTEMBI u CHUCTEMBI 3aIHTHI
MePCOHAIBHBIX TAHHBIX

VYK®.2 |VYnpaBneHne n3MeHEeHUSIMU KOH(UTYpaluu + | + |+
UH()OPMAIMOHHOW CHUCTEMBI U CHUCTEMBI
3aIUTHI IEPCOHATBHBIX JAHHBIX

VK®.3 |AHamu3 NOOTSHUIUAIBHOTO  BO3JICUCTBHUS + + +
TJTAHUPYEMBIX U3MEHEHUH B KOH(DHUTYpariu
WH(OOPMAITMOHHOW CHUCTEMBI W CHUCTEMBI
3alIATHl  TIEPCOHATBHBIX  JAHHBIX  Ha
oOecrieueHUE  3alUThl  MEPCOHATBHBIX
JIAaHHBIX W COTJIaCOBaHUWE M3MCHEHUHM B
KOH(pUTrypanuu HHOOPMAITMOHHONW CHCTEMBI
C JOJKHOCTHBIM JIMIIOM (PaOOTHHUKOM),
OTBETCTBEHHBLIM 3a oOecrnieueHue
0€30IaCHOCTH MEPCOHATBHBIX JTAHHBIX

YK®.4 |JloKkyMeHTUpOBaHUE uHpopmaruu + |+ |+
(maHHBIX) 00 M3MEHEHHSIX B KOH(MUTypaIuu
WHOOPMAITMOHHOW CHUCTEMBI U CHUCTEMBI
3aIUATHI IEPCOHATBHBIX TAHHBIX

"+" - wmepa mo oOecrieyeHHI0 OE€30MACHOCTH TNEPCOHAIBHBIX JaHHBIX
BKJIOUEHA B 0a30BBI HAOOpP Mep JJIsi COOTBETCTBYIOUIETO YPOBHS 3aIIUIIEHHOCTH
MIEPCOHATBHBIX JaHHBIX.

Mepsl 1o oOecrieyeHHI0 OE€30MaCHOCTH TMEPCOHANIbHBIX JaHHBIX, HE
0003HaueHHBIC 3HAKOM "+, MPUMEHSIOTCS TIPH aJanTtanuyu 6a30Boro Habopa Mep u
YTOYHEHUU aJalTHPOBAHHOTO 0a30BOro Habopa Mep, a Takke Mpu pa3padoTKe
KOMIIEHCUPYIOIINX MEP Mo 0OecreyeHnto 0€30MacHOCTH MEPCOHAIBHBIX JaHHbBIX.
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